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ABSTRACT into directed graphs that link related pages together. In
Agents can personalize otherwise impersonal computationalthis way, hypertext reduces the user’s decision space from
systems. The World Wide Web presents the same appeara choice among millions of URLs to a choice among tens
ance to every user regardless of that user’s past activity. Webof hyperlinks on a particular page. Thus, hypertext trans-
Browser Intelligence (WBI, pronounced “WE&") is an forms a large number of pages that are logically proximate
implemented system that organizes agents on a user’s workinto an accessility space in which some pages are practi-
station to observe user actions, proactively offer assistance cally closer than others. Put differently, the web combines
modify web documents, and perform new functions. WBI universal proximity (URLs) with tractable accesttly (hy-
can annotate hyperlinks with network speed information, pertext). Given this view, it is clear that the accesgipof
record pages viewed for later access, and provide shortcutnformation is completely impersonal. Every user sees the
links for common paths. In this way, WBI personalizes a same web connected together in the same way. Web authors
user's web experience by joining personal information with build the structure of the web according to their interests,
global information to effectively tailor what the user sees. ~ concerns, and tastes, and then all users rely on that same
structure.
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. To overcome the impersonal feel -
Agents, World wide web, User models. 0 overcome the impersonal feel of the web, browser soft

ware generally provides “Hot Lists” or “Bookmarks” which
allow users to record often-used URLs for quick access.
INTRODUCTION o ) These lists of URLs begin to make the web more personal,
One goal of networked computing is to provide all users ac- pjjing certain web pages closer to individual users, and thus
cess to the world’s vast information resources. This trend enabling easier access. They add a personal structure to the
_toward a singlg, global database clearly shows its potentialjmpersonal structure of the web. Of course, some users go
in the World Wide Web. Tens of thousands of institutions, fyrther and author their own home pages which can also pro-
hundreds_of miIIion_s of pages of information, simple means yjige |aunching points for web access. In dih, browsers

for authoring, and simple means of access have combined to:an generally be configured to automatically start up with a
make the web a place to find information on just about any particular page loaded. Creating hot lists, home pages, and

topic. One way to describe the web is to say that every in- setting start pages are steps individual users can take toward
formation resource isqually proximate to a user. Simply  personalizing the web.

specify a universal resource locator (URL) and the hosting

machine will deliver the page, picture, sound, or video to The impersonal organization of information on the web has
your workstation within seconds. This method of informa- SOme negative consequences for users. In a recent survey,
tion access isfndamentally changing the way people handle Pitkow and Kehoe found the main problems people report
and think about information [11]. when using the web are (a) slow network or connection
speeds; (b) not being able to find particular pages, even af-
ter they have been found before; (c) not being able to man-
age or organize retrieved information; and (d) not being able
to visualize where they have been [15]. The first problem
(beyond technical issues of modem speed and so on) results
from the perception that all information is equally proximate.
Because network delays routinely slow user access to partic-
ular information sources, the perceived logical proximity of
information does not correspond to actual time needed to ob-
tain information. The second and third problems result from
users having to manually manage their personal information.
The fourth problem results from the impersonal organization

URLs make all information equally available to a user. Al-
though the prospect of having 100 million pages close at
hand is staggering, hypertext simplifiascess to thisuge
information repository. Web authors arrange information



a user has viewed. The resulting content history can then be
used to access previously-viewed pages via keyword search-
ing. Any number of monitors may observe any particular
transaction.
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An editor agent intercepts the communication stream, re-

ceiving information and then delivering a modified version
Figure 1: WBI stands between a user’s web browser and theof it. This edited data stream can be created from the incom-
web, monitoring, editing, and generating documents. ing stream and other available information, such as a user's

past history, system status, or any information obtained from

fth b We beli Il th bl b ved b the web. Editors can connect to either the request part of the
ofthe web . We believe all these problems can be solved by o400 or 10 the response part. Request editors can trans-

providing automatic mechanisms that tailor the web for in- form a document request from the browser into another re-

dividual users. quest. One simple application of a request editor is to fetch
In this paper, we describe a fully implemented system, Web documents that WBI knows have been moved to a differ-
Browser Intelligence (WBI, pronounced “WE&e"), that ent URL. Response editors can modify the actual content of
automatically personalizes the web using agent technol- documents that users see. For example, response editors are
ogy [9]. WBI provides an architecture which taps into the used to add extra buttons or additional links to a web page,
communication stream between a user's web browser andor to change colors and backgrounds. Alternatively, editors
the web itself. Small programs, or agents, attach themselvescan choose to simply pass their input to their output, effect-
to this stream, observe the data flowing along the stream, andng no change in the stream. Any number of editor agents
alter the data as it flows past. These agents can learn aboutnay alter a transaction.

the user, influence what the user sees by marking-up pages, . .
before passing them on, and provide entirely new functionsA generator Is an agent that converts a request into a re-
to the user through the web browser. In what follows, we de- sponse. Every transaction activates exactly one generator.

scribe the WBI architecture, the style of interaction between The default generator is simply a web commL!mcatlon pro-
gram that passes the request on to the appropriate web server,

the user and the web that we advocate, the specific function-2" . ) .
ality we have provided, and the future of WBI. rgtrleves the response _and passes it back to the browser (i.e.,
simply performing the job of an HTTP proxy). Other gen-
erators are used to provide new WBI functions, intercepting
WBI ARCHITECTURE requests from the browser and generating documents for the
The fundamental communication mechanism of the web \ser to see in response. For example, a generator could pro-
is the hyper-text transfer protocol (HTTP), although others yjde a web-based way to view the state of the printer queues
such as gopher and file transfer protocol (FTP) are also usecyn a user's workstation. When the generator is activated, it
and can be treated analogously. HTTP is a simple, state-produces an HTML document which describes the printer
less, request-response system [2]. A browser connects tqyueues. Likewise, a generator can handle requests with spe-

a server, sends a retrieval request, the server sends the resja| communication protocols, such as communicating with
quested document and then closes the connection. HTTPg firewall.

also allows a proxy to mediate this transaction: the browser ) )
sends the request to the proxy, which retrieves the documenfinally, an autonomous agent is executed based on a trigger
from the appropriate server and then returns the document tdndependent of the communication stream, such as a time
the browser. The proxy mechanism is often used to provide INterval. An autonomous agent simply performs its task and
a one-way firewall for intranet security. WBI is a proxy that then terminates. For example, an autonomous agent might
intercepts the HTTP stream for observation and alteration. Perform housekeeping actions, digest recorded transactions
Every web transaction flows through WBI as a request goes© develop user models, or explore the web for new informa-
from the browser to the web and the response returns back!on-
to the browser (see Figure 1).

How Agents are Triggered
Four Kinds of Agents WBI’s central loop dynamically constructs a network com-
WBI is composed of three types of agents which interact posed of monitors, editors, and a generator to handle each
with this request-response stream (monitor agents, editorrequest and response. At start epch agent registers itself
agents, generator agents), and one type of agent which actsvith the arbitrator along with its trigger rules for activation.
independently (autonomous agents). A monitgeives a  Agents can be triggered when particular servers or domains
copy of the entire request-response transaction but cannotire accessed, when particular document types are received,
alter it. Monitors track user actions to provide information or at particular times or intervals. Agents also register order-
for other agents. For example, we have a page content moni-ing and grouping information so that (a) editors can control
tor that records all of the text contained in the web pages thatthe order in which they receive the communication stream (to



work cooperatively in modifying the stream), and (b) mon- level, WBI was built in a highly multi-threaded fashion so
itors can control whether they see the response as it comeghat no byte that ought to be delivered to the browser gets
from the generator, as the user sees it, or after a particularstuck somewhere in the agent network. Generators and edi-
editor has modified it. Generators register the types of re- tors control what is delivered to the browser so they are run
guests that they handle. Often generators register new URLsat high priority. Monitors are run at a low priority, as they do
that do not exist on the web but that can be addressed as nornot affect what a user sees.

mal web documents. For example, a generator that dISpIaySBecause of performance considerations editor agents must

ﬁt‘t’\'(_)/r/ksgit'qn? pr!Pr:er queues might ttrlgger on zlalrer(]quedslt tdo always pass data along the stream as quickly as possible.
P-IIWDVPIINIG. 1NUS, EVery Tequest IS specially handied ;e implies that editors should not depend on the contents

by the arbitrator, which routes it through the appropriate se- of whole documents to make their modifications, but should

quence of agents. depend only on small, localized sections of documents. For
How Agents Work Together example, an editor that annotates the top of a web page only
As an example of how agents can work together to achieve aijf the page contains a certain word or phrase or link might
new function, consider how a collection of agents can point search the entire contents of page before it passes the page
a user toward previously undiscovered but potentially inter- along. Given large web pages that contain hundreds of kilo-
esting resources on the web (see Figure 2). Roughly, WBI pytes of text, the delay incurred by such an editor could be
monitors the web activity of a particular user, classifies ac- substantial, lasting tens of seconds. One way to put informa-
cessed web pages according to subject, searches the web fafon at the top of a page that depends on information later in
additional pages related to subjects the user has browsed, anghe page is to use image embedding. An editor can insert an
adds links to subsequently accessed pages tiyglest ad-  embedded image that points to a generator that produces the
ditional pages of interest. More precisely, a monitor is trig- appropriate image. This trick enables the editor to pass the
gered whenever a document containing text is retrieved. Thisstream along while processing the data, effectively delaying
agent records the text of these documents. An autonomoushe decision about whether to annotate until enough data has
agent is triggered on a time interval, periodically digesting peen seen. Of course, this only works for graphical browsers
the text the user has viewed, grouping the pages into clustersthat incrementally display pages as they load.

and extracting keywords that describe the clusters. A second

autonomous agent, triggered by the completion of the first Related Work _
autonomous agent, contacts global web search services with] "€ Open Software Foundation’s OreO (now called Strand)
the lists of keywords to discover new documents that might 'S & Proxy server shell that can be used to modify the HTTP
be interesting to the user. An editor agent watches each docStréam between a client and a web server [3]. In this way,
ument the user browses, looking for a URL known to be in OreQ is similar to WBI. However, our implementations dif-
one of the subject areas for which new documents have beerf€r substantl_ally. First, OreO has static connectivity bet\_/veen
found. When such a URL is observed, an alert is added to 29€nts configured at start up, whereas WBI dynamically
that web page notifying the user that related information is CONNects agents based on data contained in request and re-
available. Finally, when the user clicks on the notification, SPOnse. Dynamic confiuguration allows agents to respond to
he or she is directed to a generator that displays the list of @i requests and ignore others. WBI's rule system arbi-
related pages to be examined. Thus, fairly simple agents carfates among possible monitors, editors and generators, dy-

work together to produce new functions to intelligently and Namically constructing a chain of agents to pass the stream
automatically personalize the web. through. Whereas in OreQ, editor chains must be manually

nstruct literally plugging proxies together, WBI con-
Performance Requirements constructed by literally plugging proxies together, o

) . figures editor chains automatically.

WBI has been implemented as a proxy server that can run ei-

ther on the user’s client workstation or on a server that many A second difference between WBI and OreO is that OreO
users access. The core of WBI (a) receives HTgdpher, does not provide any generator function. OreO expects an
and FTP requests, (b) constructs a network containing mon-independent HTTP proxy server at the end of the chain that
itors, editors, and a generator based on trigger conditions towill actually retrieve a web document. Thus, OreO cannot
handle the request, (c) feeds the communication stream toserve dynamic documents itself, but must rely on a separate
each agent, and (d) returns thepesse to the browser. WBI ~ server. As mentioned, WBI incorporates generator agents

also launches autonomous agents when their trigger condi-Which can produce documents in response to HTTP requests.
tions are satisfied. The example applications we have built often required gener-

Qator agents for producing search forms and results, dynamic
Images, configuration pages, and so on. Thus, generators are
integral to agent-user interaction.

Fast performance is a key requirement. Because WBI stand
in the middle of every web transaction, if it noticeably slows
down communications, people will not use it. Typical web
transactions take between 0.5 and 20 seconds. We designed@hird, OreO provides no special support for monitor func-
WBI and its associated agents to add no more than 1 sections. Although monitors can be written as editors that
ond of overhead to these transactions. To perform at thissimply pass their data along while storing what they need,



(d) alert user

(a) monitor
web access

M

T

(e) lists of new pages

(b) cluster & extract
keywords

~—(a)
user model
s (A G

Figure 2: A collection of agents that (a) monitors web access, (b) clusters retrieved pages and extracts keywords to identify
clusters, (c) searches for new pages containing the keywords, (d) edits retrieved pages that are part of known clusters to point

(c) search for new pages

to alert user of related pages, and (e) generates pages containing lists of related URLSs.

many such monitors chained along the HTTP stream will in-
evitably slow the movement data along the stream. Because
WBI distinguishes monitors from editors, monitors can run
at a lower process priority, maintaining the throughput from
web to user.

Finally, an OreO-based proxy acts as a single editor for trans-
forming HTTP requests and responses. To create a set of
agents using OreO, a set of independent proxies must be cre-
ated. Using WBI, a single proxy which contains a series of
separate transformations can be used instead. The processor
overhead of creating a series of socket connections to chain
OreO proxies can be substantial.

Before describing details of our agents, we next discuss sev-
eral human-computer interaction guidelines that have influ-
enced the design of WBI.

USERS SEE THE WEB, NOT WBI

WBI can be used to dramatically transform what a user sees
on the web. For example, all interaction can be based on
explicit conversations with an agent rather than with the web
directly (as in [6]). However, the set of agents we have built
were designed to operate in a style we believe is best suited
to assisting users in thenormal use of the web. That is,

rather than radically changing the web experience, our aim ¢

has been to add new functions without substantially altering
a user’s ordinary interaction [14]. Toward this end, we have
followed five guidelines in developing WBI's user interface.

1. WBI must maintain the standard user interface of the
web—the user communicates principally and directly
with the web rather than with agents. This means that

all of WBI's output and all user input must be done
via HTTP and HTML. Users click on links or type in
URLs. WBI's agents display their results on ordinary
web pages.

2. Agents act both proactively and reactively. When they

have nothing to say, agents must remain silent and hid-
den. When an opportunity for augmentation arises,
however, proactive assistance and advice can be of-
fered. A reactive rgmonse results from a direct request
for an agent’s assistance. For example, when a user re-
quests http://wbi/printg to display workstation printer
gueues, the printer queue generator agent reacts by re-
porting on the queue state.

. Agents cannot take control from the user. Agents can

offer advice, but the user remains in charge. This re-
duces the problem of user-agent trust which can hamper
agent systems.

. Agent activity must be peripheral (not central) to the

task at hand so the user can easily ignore errant agent
activity.

Agents build user models which generalize, recognize,
and classify user activity to predict future activity. For
example, in recognizing that a user reads a particular
web page every morning, one agent has built a model
of the user that enables another to prefetch that page or
to notify the user if he or she forgets to read that page
one day.



These guidelines have also influenced the development ofthen to the reference manual. The shortcut editor observes
other agent systems in our research group, such as thehis pattern and adds links to the first page in the sequence so
COACH adaptive help system [17]. that the user can skip the intermediate pages (see Figure 4).
It does this by searching the sequence of URLSs visited by the
user for patterns of activity following an access of the current
URL. If such a pattern is found, the URLs corresponding to
SIMPLE AGENTS SOLVE COMMON PROBLEMS the following accesses are added as links to the current URL.
We implemented a basic set of WBI agents to solve some of These shortcuts provide dynamic annotations to web pages
the more common problems users experience on the web. Agased on a simple user model.

mentioned, web users report that they have trouble re-f|nd|ngPage Watching

pages that they have found before, and that they become frus;l_h ichi ¢ notifi h ai
trated when servers are either down or subject to network € page walching agent notilies a user when certain pages

delays [15]. People also like to keep track of particular web change. Page watching can be used as a subscription to dy-

pages that are likely to change often. The basic set of func-namic pages, for example, newsletters, meeting announce-

tions we implemented include a personal history, shortcut ments, and comic strips. I WBI.’ page watching is imple-
links, page watching, and web traffic lights. Similar func- mented as an editor that adds a link to the top of every page.

tions have been built by others as separate, monolithic appli-_The user can follow this link to indicate that the current URL

cations (such as [8, 13]). By contrast, WBI is configurable s to be wgtched. Th?s editor also adds alerts to web pages
and extensible, providing a single, uniform mechanism for whenever it needs to inform the user that a watched page has

injecting automatic and intelligent functions into communi- changed. The alertis alink that can be followed to the newly

cations between user and web. Our set of basic agents Com_ypdated page. An autonomous agent is triggered on a time

prise only the first examples we constructed using the WBI interval to check whether watched pages have changed.
architecture. Traffic Lights
One of our most popular editor/generator combinations is the
web traffic light. This function annotatesach HTML page
with colored dots arounelachhyperlink to indicate the speed
. of the network link to that particular server. An editor agent
Personal History L .

. . . adds small in-line images arouedch link on a web page.
The personal history is record_ec_l by a monitor agent th_at These images are served by a generator agent which main-
stores the sequence of URLS visited by the user along Wlthtains a database of network delays to web servers. Servers

the Itlext of each L_JRL'I The text iskstored in an invErted INEX 42t are not in the database are pinged to determine the delay.
to allowrapid retrieval based on keywords [16]. The user can Delay times in the database are rechecked periodically in an

fl;lcces_s thlstersonle h|st(_)ryd>ln||gh keywlc_) rd qfuerles orhpath effort to balance information timeliness with network traffic.

hrows_lng. d eywor qu_erlis retnevr? a list O_par?es _t e lf(ser The traffic lights instantly inform the user about expected de-
as viewed sometime in the past that contain the given ey'Iays, enabling both efficient choice among equivalent links

words. Thus the problem of re-finding a previously-viewed and mental preparation for ensuing delays. Because most

page is reduced to a query over several tho_u_sand relevan, oy sers are multi-threaded, display of the actual page is
pages, rather than a query over hundreds of millions of PagES, ot affected too much as network conditions are determined;

on the web at large. Path browsing aHOV\.'S a user to view rather, the dots appear beside the links as network speed in-
paths he or she has taken through a particular page. If theformation is gathered

user knows only that some relevant page was seen shortly i ] o

after going through the IBM home page, then by browsing All these functions personalize the web for individual users.
only the paths taken through the IBM home page, he or sheFrequently or previously visited pages are more easily acces-
is likely to quickly find the sought-after document. In fact, Sible than the web at-large, and web performance (network
people might actually conceptualize the web as motion along SPeed) is determined in real-time and displayed in a useful
paths rather than as static URLs [12]. In any event, both key- Way. The user’s normal interaction with the web is main-
word queries and path browsing are easily implemented with tained but with new, unobtrusive functionality.

generators that access the personal history. Figure 3 ShowgoyvpLEX AGENTS BUILD USER MODELS
an example of the personal history screen.

We now turn to details of WBI's agents.

We describe each of WBI's basic functions in turn, and then
discuss more complicated functions.

Beyond the basic functions, we have also implemented
Shortcuts agents that build complex user models to facilitate web
The shortcut editor agent also relies on the personal his-browsing. For instance, one agent analyzes recently viewed
tory. Experience suggests that users often follow the samepages to determine consistent trends in word usage, and then
subsequence of URLs many times. For example, one of usedits web pages to highlight links which seem to follow the
routinely looks up documentation on a certain programming pattern among pages the user is currently browsing (similar
language by going to the language’s home page, then to proto [10]). Another set of agents finds undiscovered pages of
gramming information, then to language information, and interest from global web search services based on personal
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Figure 3: This screenshot shows part of WBI's personal history function. The form near the top of the page can be used to limit
the displayed URLs to those that contain a specific word or phrase.

history clustering and keyword extraction, as described pre- Of course, WBI can handle such scenarios using specialized
viously (and in Figure 2). generators that enable users to communicate with agents. In
We are currently working on a set of agents that allow users i)a:)%[tr,u\;vi\e/eh?;/r? égﬂgg Eg?flgzlélli]sgvsr?ee:tj gﬁ;;ngg t?) ntde I:Jtnr;e
to annotate and group web browsing activity into useful col- ) X 9

user something. For instance, when an autonomous agent

lections with minimal extra effort (cf. [5]). These collections has found a web that it thinks th F wants to know
capture some of the thought and understanding that went into as found a web page tha s (e user wants 1o kno

. . . . i i ? i -
a particular searching or browsing session [7]. They can then%bogﬁéhggveﬁzocﬂgéz?t;gﬁ/ :tma\l/tvlﬁr? ;in;ﬁﬁiihciﬁgigu Et
be referred to later so that the abstraction underlvieghis- 9 Y o4

tory can be raised from single pages to reasoned sessions [4]\t,\r/1aelt:1nsgeruPr:gtﬂilehgzesroanilé?htize f‘ogizt',) BBy Svt/J:ftlﬁr/w mL%rtrirlnt%ge
We are also looking toward sharing histories among users so . g o says By 9
user seems interested and available? The design of useful

that expertise in a subject area can be transferred. S
scenarios is a constant challenge.

Finally, we have implemented agents that make a user’s

workstation desktop available through the web browser; User modeling will become increasingly important as our
these functions include launching applications, querying agents become more sophisticated. Modeling consists pri-
system state, managing files, and so on. Through network-marily of taking information from the communication stream

ing, such agents can enable sharing work via the web. and recognizing, generalizing, and classifying that informa-
tion to produce useful results for other agents. This activ-
FUTURE DIRECTIONS: SCENARIOS & MODELS ity requires: (a) inferring what the user is thinking based on

We have been confronted with two basic challenges in cre- what the user is doing on the computer, and (b) determin-
ating WBI agents: scenario design and user modeling. Sce-ing what the computer should do based on what the user is
nario design demands a human-agent-web interaction that(presumably) thinking. We have built a few simple examples
is always convenient, informative, and usable. In our sce- of these transformations, such as the agent that derives clus-
narios, we have tried not to change human-web interactionters and keywords from the personal history and then finds
to facilitate human-agent interactioedause the web is the documents containing those keywords. This agent tries to
primary entity that the user is working with. An alterna- determine what is of interest to the user—under the assump-
tive scheme would put users in direct contact with agents tion that keywords identify interesting documents [1]—and
that travel the web or perform other actions on the users’ then translates those keywords into undiscovered documents
direct instructions, such as electronic commerce scenarios.using a search service. This is a relatively simple example of
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Figure 4: This screenshot shows the top of a web page on which one editor agent has added a toolbar for accessing WBI's main
functions (History, Path, Watch, and Help), and another editor has added shortcut links. The hyperlinks under the arrow to the
left of the toolbar are URLSs that this user has often visited shortly after visiting the current URL, as sketched in the text.

user modeling, but more sophisticated techniques will be re- REFERENCES

quired as user-interaction scenarios become more complexq

CONCLUSION

We have implemented a multi-agent system for assisting web?2
browsing. WBI’s architecture consists of small monitor, ed-
itor, generator, and autonomous agents that are hooked into
the web communication stream through an arbitrator and a
set of trigger conditions. We have implemented a number of
agents that personalize the web for a user and that solve com-
mon web problems. Future agents will extend the ideas of
personalizing the web experience, melding global and per-
sonal information, and enabling collaboration among web 4
users.

As a final note, we believe the ideas behind WBI are not lim- °
ited to the world-wide web but apply equally to any commu-
nication stream between a user and a computational system.
Other candidates for study include workstation window en-
vironments, conventional information retrieval and database
applications, online public-access catalogs, electronic mail, 6
network news, command shells, word processors, and other
applications.
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